%* ANbTUPUKC CUCTEMC

KnéeepyyeHus. AHanm3 3amULEHHOCT



O KOMIMNAHUN

AJIbTUPUKC CUCTEMC -

MpoBanpep ycnyr B o6nactm MHGpopmMmauMOHHOM
6e30nNacHOCTU U ynpaBnieHUs UHPOPMaLMOHHbIMMU
TEXHONIOrUsIMN.

LeaTenbHOCTb KOMMaHNKM HamnpasieHa Ha NoBblleHWe 3PHEKTUBHOCTMN PaboTbl FOCYNAPCTBEHHbIX YUPEXAEHUM N KOMMEPYECKMX OPraHM3aLUmMi, MUHUMM3ALMIO
MHOOPMALIMOHHbIX PUCKOB ANa 6M3HECa 3a CYET BHEPEHUS MHHOBALMOHHbIX METOAMK 1 MCMOSIb30BaHUS COBPEMEHHbIX MHPOPMALMOHHbIX TEXHOIOTUIA.

Hawa KoMnaHMa akTUBHO Mbl UMeeMm cTaTyC [Tonynapusnpyem
y4acCTBYET B paboTe MOCTOSAHHOIO YJieHa B MHPOPMALMOHHYIO
TOBapMULLECTBa CMeunanncToB TexHn4eckom KoMmuTeTe Nno 6€30MaCHOCTb Ha

No MHPOPMaLIMIOHHOM CTaHOapTM3aumm "3almTa Kenc-4eMnmoHaTax cpeam
6e30MnacHOCTM nHpopmaumn” (TK 362) CTYAEHTOB TEXHNYECKMX
Russian Information OCTIK Poccuum BY3oB

Security Club (RISC)
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HALUW PE3YJ1IbTATDbI

207

BbinonHeHHbIX
NPOEKTOB
(Hos6pb 2019)

16

BHenpeHHbIX
PEXMMOB
"KoMmepuyeckasa TanHa"

30

ATTECTOBaHHbIX
O6bEKTOB
MHbOpMaTM3aLUM

3

BHeapeHHbIX LEHTPOB
MOHUTOPUHIa
KOMMbIOTEPHbIX
NHUMOEHTOB

64

CybbekTa
Poccumnckon
denepauunm

9

YcnewHsbix
TECTOB

Ha NMPOHMKHOBEHUE

- °
[MpoBepKu
rocyaapCTBEHHbIMMU
peryngaropamu
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3HAKOBDIE NMPOEKTDI

Mbl ycnewHo 3aBepLunam psa NnpoeKToB No UHGOPMaLMOHHOM
6€30MnacHOCTU U UHPOPMALMOHHBLIM TEXHOIOTUSAM.

L. 0.8 8 & ¢

[MocTpoeHne NOACUCTEMBI
MHPOPMaLMOHHOM 6€30MacHOCTH
ONeKTPOHHOro lNpaBuTENbCTBA
JleHnHrpaackom obnactum

8. 6 8 & ¢

MocTpoeHne KOMMNNEKCHOW CUCTEMb
MHPOPMaLMOHHOM 6€30MacHOCTU
BoaokaHana CaHkT-lNeTepbypra
(BK/tOYAS MPOXOXKAEHME NMPOBEPKM CO
CTOpPOHbI PockoMHaasopa, PCTIK
Poccun, ®Ch Poccun)

L0 6 8 & ¢

MpurBeneHne 06pPaboTKM
nepcoHabHbIX JaHHbIX B
COOTBETCTBME TPEOOBAHNSAM
3aKOHOAATENbCTBA B COLIMANbHOM
ceTu BkoHTakTe (BKItOYas
NMPOXOXAEHWE NPOBEPKMU CO CTOPOHbI
PockoMHaasopa)

L 0.6 8 & ¢

MocTpoeHne CUCTEMbI MOHUTOPUHTA
MHPOPMALIMOHHOWN 6€30MacHOCTU
[MAO CesepcTanb

1.8 8.6 & ¢

MpunBeaeHne 06paboTKM
NMepCcoHanbHbIX JaHHbIX B
COOTBETCTBME TPEOOBAHUAM
3aKOHOAATENbCTBA B PO3HMYHOWN CETU
MTC.Po3HnuHas ceTb

8.6 8 & ¢

AHan13 3aMLLEHHOCTH, BKIOYas
TeCTMpOBaHME Ha NMPOHVKHOBEHME
Tepemok-Pycckume BanHbl
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noaxoa K AHAIN3Y 3ALULMNLLEHHOCTU

Mbl npuaep)xmBaemcst METO[0/10MNK
Unified Kill Chain (UKC)

UKC - cuctemMa, onmchbiBatoLLas nocnenoBaTenbHOCTb AENCTBUN
3/10YMbILLNEHHMKOB, M Npeanonaratowas pasaeneHme nx no Tpem
OCHOBHbIM MOBEAEHYECKMM MNATTEPHAM:

SHTY3UACT
BE3 MATEPUAJbHbIX LLENEN

C MOJIHOTON UHOOPMALIUN OB OBbEKTE)
BE3 MATEPUAJIbHOM LLEENU

2 RED TEAM (FPYMMA DKCMNEPTOB

APT28 (TPYIMMA 2KCMNEPTOB
BE3 MOTHOTbl UHOOPMALIM OB OBbEKTE)

C MATEPUAJIbHOM LLENbIO

OT BbI6Opa NaTTepH 3aBUCUT MPUMEHSIEMbIN NMPU aHaan3e
MHCTPYMeHTapuii U cnoco6bl aHan3a (counanbHas MHXXeHepus,
MaHUNYyA[aunNS AaHHbIMU, GULLINHT U 1IP.)

,
C

A, W
ACnPOCTPAHEHVIE no ¢’

BHYTpeHHss CETb

Wi
,f“#l)APM PA3BEPT?\OB€§:\5

0
MIPOMeT)1poBaHHbIA
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noaxoa K AHAIN3Y 3ALULMLLEHHOCTU

OLUEHKA
MHPPACTPYKTYPbI

«Mopenb 3aMKa» 0N UHGPACTPYKTYPbI LUMPOKO
pacnpocTpaHeHa B MpaKTuke obecneveHuns
6€30MacHOCTH, OHAKO, €C/Y ee MOCTOSHHO He
OLEHMBATb Ha HaNM4Me YI3BMMOCTEN, OHa MOXET
BbICTPO CTaTb HE2DPEKTUBHON. Mbl MOMOXEM BaM
YBUAETb 3TU YA3BMMOCTW U CO34aAUM MHDPACTPYKTYPY,
KOTOpas 6yaeT HaleXXHOM 1 MacClUTabupyemom B
COOTBETCTBUM C MOTPEBHOCTAMM BaLLero 613Heca.

OLUEHKA
CETU

HepocTynHble ceTU B COBPEMEHHOM MUPE O3HaYatoT
NOTEPSAHHbIE AOXOAbl U Pa30YapPOBAHHbIX KIIMEHTOB.
O[nHaKo TO, YTO CceTb 3anylleHa 1 paboTaeT, He
O3HayaeT, YTo OHa 6e3onacHa. Mbl MOMoOraem Bam
obecneynTb 6€30MaCHOCTb U AOCTYMHOCTb BCEX
BaLLMX CeTeln, YTOHBbI Bbl MO/ YBEPEHHO NPOABMIraTh
CBOW 6M13HeC BNepea.

OLIEHKA
MPUNOXEHWI

MpunoxeHuns Bce 60bLUE MOBbILAIOT LLEHHOCTb
6u3Heca 1 peanmnsytoTcs He ToNbKo UT-PyHKUMAMM,
HO 1 6U3HeC-NONb30BaTENIMU. [1PUNOKEHWS,
paboTatoLine Ha Hebe30MacHbIX CTOPOHHWX UK
COBCTBEHHbIX TEXHONOTUSX, IBASIOTCA OAHOM 13
Hambonee pacrnpoOCTPAHEHHbIX YSI3BUMOCTEN B
OpraHu3aumu. Mbl mTOMOraemMm BaM COCTaBUTb MOJHOE
npencTaBneHme 06 3TUX MPUIOKEHUIX U O6ECNEeYUTb
NX NONE3HOCTb A/t BaC, HO He LSl XakepoB.

OLUEHKA
BA3 OAHHbIX

B Mupe 6mnsHec-aHannTnKmM 6a3bl JaHHbIX YaCTO
ABNAOTCS AOMOM A5 Hanbonee LeHHOM
MHbOPMaLMKM O KINEHTax, COBCTBEHHOCTU 1
COTPYLOHMKax OopraHu3aumn. Mbl TOMOXeM BaMm
MOHSATb YA3BMMOCTU 6a3 JlaHHbIX U MPefoTBPaTUTb
HE aBTOPM30BaHHbLIN AOCTYN K MHGOPMaLMm
06pabaTbiBalOLLENCS B HUX
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POPMAT «KUBEPYYEHUSA»

LLEJZIN

O MNonyyeHne 06bEKTUBHOM KapTUHBbI
3aLUMLLEHHOCTU UT-MHPPACTPYKTYPbI

O TMoBblWEHWS OCBEAOMAEHHOCTU
PabOTHMKOB B BOMNPOCax MHGOPMaLMOHHOM
6€30MacHOCTM, KaK KOPNOPaTUBHOW, TaK n
JINYHOW, GOPMUPOBAHUNE KYNLTYPbI
Kn6ep6e30nacHOCTU

(O ToBbilLEHNE KOOMEPALIUM MEXTY
CTPYKTYPHbIMU MOAPa3aeneHUsaMm

O MpodunakTnka «BHYTPEHHErO» HapyLwuTens
NOUTUK MHPOPMALIMOHHOM 6€30MacHOCTH

METO/bl

(OO TpeHWHrv NoBbIWEHKA OCBEAOMIEHHOCTM
paboTHMKOB

(O Pa3paboTka n/unu BanuaaLmMa NNaHoB
pearmpoBaHuUA Ha UHLUAEHTbI
NHPOPMaLMOHHON 6e30MacHOCT

O TectupoBaHue MHOPACTPYKTYPbI HA YA3BUMOCTY
1 MPOHUKHOBEHVIE

ABTOMaTun3auus rpouecca y4eHuu
rnMpoun3BOANTCS C MOMOLLbIO MPOrPamMMHOIro

KoMrieKca «Knbepy4yeHuns»

PE3YJIbTATbI

o

PazBepHyTbI OTUET MO pe3sysibTaTam
KnbepyueHunin, BKIOYatoLWmin pasgen ona
PYKOBOACTBA U PEKOMEHAALMN MO TEXHNUECKVM 1
OpraHV3aLOHHbIM PELLEHUAM

MHOrokpaTHas oKynaemoCTb MHBECTVLWI B
6e30MacHOCTb

CyLwecTBEHHOE COKpaLLeHNe KonmuecTea
VNHUVOEHTOB

Bbicokas BEPOATHOCTb MPUMEHEHUNA NOJTyYEHHbIX
HaBbIKOB B MOBCEAHEBHOM pa60Te

BbinonHeHue TpeboBaHMin 3aKOHOAATENbCTBA U
MEXYHapOAHbIX CTaHAAPTOB
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OOPMAT «KUBEPYYEHUSA»

TpeHWHIr1 NoBbILLEHUS
OCBEeAOMJIEHHOCTU PAa6bOTHUKOB

YyebHas nporpamMma Halmx TPEHUHIOB MMEET rpadaLmio No
JOMKHOCTSAM U crnelndumke CTPYKTYPHbIX MOAPA3AeNeHn
cnywaTenen.

Knbepbe3onacHOCTb | — BCe COTpYyaHMKM. ba3oBble HaBbIKM
6€30MacHOM PaboTbl C 2NEKTPOHHOW MOYTOM, CMEHHbIMMU
HOCUTENSIMU UHPOPMALIMM U MHTEPHETOM.

PackpbiTrem n npenocTtaeneHemMm MHGOPMaLMY TPETLEM IULLAM.
BbinonHeHne NoauTukmn MHGOPMaLIMOHHOW 6€30MacHOCTU.

KnéepbesonacHocTs || — pykoBoamTenu. basosbie HaBbIKM +
BbIMONIHEHWE U MOAAEPXKKA MOANTUKM MHOOPMALMOHHOM
6e30MaCHOCTW, YNpeXxaeHne HapyLeHWM MOANTNKM
NHOOPMaLMOHHOM 6Ee30MacHOCTM.

Knéep6esonacHocTs Il — UT/VIB-cneumanncTbl. bazoBble HaBbIKK,
noaaepkka NoANTUKM MHGOPMALIMOHHOM 6€30MacHOCTH,
ynpexaeHne HapyLeHWn NONUTUKN MHGOPMALIMOHHOWM
6e30MaCcHOCTM + OLLeHKa BbIMOMHEHNS MOANTUKM
NHOOPMaLMOHHOM 6Ee30MacHOCTM

OBPA3OBAHUE

ornbIT

YMPABJIEHUE
3AKYIMKA PELLEHUIA
MPOEKTUPOBAHUE U PABPABOTKA
BHEAPEHWE U YNPABJIEHUE
OB30OP U OLIEHKA

NPUMEHEHUE

BA3OBbIE 3HAHUA

OCBEJOMJIEHHOCTb

YacTb nporpamMmel TPEHWHIa MPOXOANT B BUAE CUTYaLIMOHHbIX CLIEHaPUEB
M3 peasibHbIX KEVNCOB CeLMaIncToB AnbTUPUKC. [1ns npuaaHus y4e6HOMY

rpoLecCy MHTEPAKTUBHOCTU MNPUMEHSAETCH rNpOorpamMmmHOe obecrnedyeHme,

rNO3BOJIAIOLEE JTyHLLIE OCBOUTb MaTtepuall B UrPOBOM QD0,0/\/IaTe.

-

CMEUMANUCTDI MO HOBUHKM

MHD®OPMALIMOHHOW NMPOABUHYTbIE
BE3OMACHOCTU

SKCIEPTbI

AOMNOJIHUTEJIbBHOE
OBPA3OBAHUE

HOBWYKM
OYHKLUUOHAJIbHbIE

MPOABUHYTbIE
UT-CNELUNATTUCTDI

SKCIEPTbI
‘ TPEHUHIU
NOJIb3OBATE/IN
DOPMUPYIOLLINE
TPEBOBAHUA BA3OBbIE 3HAHUA
K AHOOPMALIMOHHbIM
CUCTEMAM
NOBbILLEHUE
OCBEAOMIJIEHHOCTHU

BCE NMOJIb3OBATEJIN OCBEOOMJ/EHHOCTb
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POPMAT «KUBEPYYEHUSA»

TecTupoBaHne MHPPACTPYKTYpPbI HA
YSA3BUMOCTU N MPOHUKHOBEHUE

Mpuka3z GCTIK Poccum ot 25 nekabps 2017 ropa Ne 239 "O6 yTBep)AEHWN
TpeboBaHWI Mo obecneyeHnto 6€30MacHOCTM 3HAYMMbIX O6bEKTOB
KPUTUYECKOM MHDOPMaLMOHHOM MHPaCTPYKTYypbl Poccuinckom

denepaunn”

75%

yCreLHbIX LIeNeBbIX aTak
NPONCXOANT YEePE3 MUHYTY
nocsne Nony4YeHns 4OCTyna K
BHYTPEHHEN ceTn
opraHmsaumm

54%

opraHu3aunm TpaTaT 6onee
OHOro MecsLa, YTobbl
BbISIBUTb aTaKy

92%

opraHu3aunin y3HatoT 06
aTake 13 BHELWHMX
NCTOYHNKOB MHPOPMALIMM 1
OT TPETbUX NnL

58%

opraHu3aunin TpaTaT 60sblUe
Heaenn Ha ycTpaHeHmne
NoCneacTBMM aTak

NMporpaMmmHbIN KOMMNNEKC
«KnéepyueHus»

Pa3spaboTka rpaduryeckon mogenm Cyber-Kill Chain, onpenenexve
XapPaKTEPUCTUK €€ IEMEHTOB C YHETOM CNEeLMPUKM MHPACTPYKTYPbI U
neprMeTpa 06bekTa TECTUPOBAHMS.

AHanu3 oT4ETOB CKaHEPOB
YyS3BUMOCTEH

NocTpoeHne maTpuLbl pUCKOB
U UX Knaccudpukaums

ABTOMaTMUyecKkoe cocTaBJ/ieHue
Mopenu yrpos

ABTOMaTUYECKOe cCoCTaBJ/IeHue
O nNaHa yCTpaHeHwus
YSI3BUMOCTEMN
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T.+/ 812 716-14-14
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