%* ANbTUPUKC CUCTEMC

KaTanor ycnyr no MHGOPMaLMOHHOMN 6€30MNacHOCTU



OlbIT «<AJIbTUPUKC CUCTEMC» . »
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BbIMONHEHHbIX ATTeCTOBaHHbIX KaTeropmpoBaHHbIX [TpoBepkmn
npoekTos b OOBEKTOB U CUCTEM o6bekToB KNV roCynapCTBEHHbIMU
peryngaropamm
BHeaopeHun pexxma  YCneLwHbIX TECTOB Co3paHHbIX LleHTpa [TpoekTOoB NoO
«KomMmepueckas Ha MPOHWMKHOBEHME pearmpoBaHms Ha 3awmTte ACY TT1
TavHa» MHUMaeHTbl Vb
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3HAKOBDIE NMPOEKTDI

18,868

[TocTpoeHne NnoaCcnUCTEMBI
MHPOPMaLIMOHHOMN
6e30MacHOCTK AN

[KY JIO «OnepaTop
SNEKTPOHHOIO
npaBUTENbCTBA»

18,868

[TocTpoeHne cucTeMsl
MOHWUTOPWHTIa
MHPOPMaLIMOHHOMN
6e30MacHOCTU AN
AO «CeBepcTanb»
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1.8 8.6 .8 ¢

[TpnBeaeHmne obpaboTKM
NepPCOHasbHbIX AAHHbIX B

COOTBETCTBME C
TpeboBaHUSIMM

3aKOHOAaTENIbCTBa AN

coumanbHOW ceTu
OO0 «B KOHTAKTE»
(NponaeHa npoBepka
PockoMHaa3opa)

1.8 8.6 .8 ¢

[TpoBeneHWe aHanM3a
3alMLEHHOCTH U
TeCTUPOBaHUS Ha
NPOHMKHOBEHME
MHOPACTPYKTYPbI
OO0 «TepeMoOkK-
Pycckue bnanHbi»

18,868

[MpmnBeaeHne obpadboTKM
NepPCOHasbHbIX AHHbIX B
COOTBETCTBME C
TpeboBaHNAMM
3aKOHOAATeNbCTBA AN
OO0 «Po3HMYHaga ceTb
MTC»

18,868

Co3faHne cncTeml
6e30MaCHOCTU 3HAYUMbIX
OOBEKTOB KPUTUYECKOM
MHPOPMaLMOHHOMN
MHOPACTPYKTYPbI 414
Cre ryrli «<ATC
CMObHOro»
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1.8 8.6 .8 ¢

[TocTpoeHume
KOMMJIEKCHOM CUCTEMDI
MHPOPMaLIMOHHOMN
6e3onacHocTun YT
«BogokaHan CaHKT-
[leTepbypra» (NponaeH.bl
NpoBepKM POCKOMHaA30pa,
DOCTIK 1 OCB Poccum)

1.8 8.6 .8 ¢

[TocTpoeHne noacncTeMmsl
cbopa 1 aHaIM3a CoOObITUN
6€30MaCcHOCTMK Ha 6ase
SIEM-peweHus ons

OO0 «bantTpaHcHedTL»

AnNbTUPUKC
CcMCTEMC



NMPEMMYLLUECTBA AJIbTUPUKC CUCTEMC

\‘ IMeeM MHOroNeTHUW OMbIT peanm3almm MaCllTabHbIX MPOEKTOB
\no 3aLumTe MHopMaumnm
CoTpyaHMYaeM C BeayLMMY KOMMaHnaMmn-paspadotunkamum T n Nb

\ peweHnm
icnonb3yem HaumMoHanbHble CTaHAAPThl U Nyyllne MexayHapoaHble
)) NPaKTUKU 1 NOAXOAbl MPU BbINOJHEHUN PAGOT

®
[

@ Oo6nanaem sBcemn HeobxoanMbIMM nnLeH3namMu OCTIK n OCH Poccuu

I'apaHTMpyeM KavyeCTBO N HECEM OTBETCTBEHHOCTb 3a PE3YJibTaT

‘/Hama KOMaH[a COCTOUT M3 BbICOKOKBaNIMPULIMPOBAHHbLIX ayANTOPOB
/ N CepTUOULMPOBaAHHbLIX crieumanncTtoB Nb

. A
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AYOAUT Vb

OLUEHKA COOTBETCTBUA

[leproamnyeckasl oOLEHKa COOTBETCTBUS
npeanpusaTis U NpoLeccoB TpeboBaHUSM
3aKOHOOATeNbCTBA WM OTPAC/EBbIX U
MexxayHapoaHbix ctaHgapTos (COBIT, ITIL)

NMPEMMYLLECTBA

« [loaTBepxaeHne COOTBETCTBUS
TpeboBaHUSAM

* [loBbllEHME OCBEAOMIEHHOCTM
PAabOTHMKOB NpeanpuaTnsa B obnactu b

e OueHKa 3penocT 1 oNTUMKM3aLUS
6M3HeCc-npoueccos 1 npoueccos b

TEXHUYECKUIN AYOUT UB

[TpakTMyeckasd NpoBepKka CUCTEM 3aLUThbI U
nencteum nepcoHana VT n Vb, oueHka mx
BO3MOXHOCTU 3PPEKTVBHO MPOTUBOCTONATH
aKTyanbHbIM KM6EpYrpo3am

NMPEMMYLLECTBA

* [loBbllIEeHME NPaKTUYECKOW
3alLUMLLEHHOCTU MHPPACTPYKTYPbI

* BbisBneHMe NnpropuUTETHbIX
HaMpPaBIEHUM PA3BUTUA CUCTEM 3aLLNTbI

e [loBbllLEeHME HABbIKOB M KOMMETEHLNN
CTPYKTYPHbIX noapasgeneHnn Vb
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BbIMOJIHEHUE TPEBOBAHWUMN 187-D3 (KUWN)

PaboTbl NpoBOAATCA HA OCHOBaHUWM COOGCTBEHHOW METOAMKM O6CNefOBaHUSA U
KaTEropmpoBaHMs OOBEKTOB  KPUTUYECKOM  MHPOPMALUMOHHOM  UHOPACTPYKTYPHI,
pa3paboTaHHOM Ha OCHOBE HaLWMOHAJbHbIX CTaHOAPTOB M MEXAYHAPOIAHbIX MPaKTUK
ayamTa. MeToauvka pa3padboTaHa cneumanmctaMmum «AbTUPUKC CUCTEMC» C MHOTONTIETHUM
OMbITOM PaboTbl B 061aCTV MHGOPMALMOHHOM 6€30MaCHOCTW.

Co3paHue
CUCTEMb
6e30MacHOCTU
OJ19 3HAYMMBbIX
O6BbEKTOB

MaTtemaTnyec-
KN pacyeT un
3KCTPaNoNALMS
pe3y/ibTaToB

DopMmpoBaHme
nepeyHs
ob6bekToB KN,
noanexalimx
KaTeropupo-
BaHWIO B
COOTBETCTBUU
c MeToamkomn

KayecTBeHHas
N KONMMYecCT-
BEHHas OLEeHKa
PUCKOB

C60p AaHHbIX O O6paboTka
npeanpuaTm NONyYeHHbIX
NMEIOLLINXCS cBeneHuM

CUCTEMAX —

obbekTax KN OMPELEMETIE

NpUHAANEX-
HOCTM K
CybbeKTaM
KW

Pacyet
NPUMEHUMbIX OueHka
nokasartenemn 3OPEKTUBHOCTU

3HaA4YNMOCTU FTocCOMKA

BbinonHeHMe
NPOoYnX
MepPONMPUATUIN

BbigasneHumne
KPUTUYECKMX
npoLeccosB

OueHkKa pnckos
Peanusauus
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BbIMOJIHEHUE TPEBOBAHWUW 152-d3 (MAH)

[MpaKTUYECKMN OMbIT MPOXOXAEHWI NPOBepPoOK perynatopoB (PockomHansop, PCTIK
Poccun, ®Cb Poccuu), noHrMMaHMe MpoLLeccoB 06pabOTKM MEPCOHAbHbIX AaHHbIX Ha
NPEeanpPUATUSX Pas3INYHbIX OTPAC/en, a TakKXKe Halmume BCeX HeOOXOAMMbIX JNLEH3NM
PCTIK n OCh Poccum nos3sonsdetr 3PPEKTUBHO U KAYECTBEHHO BbIMOJHUTb MPOEKT
MOB6OMN CNOXXHOCTW.

C60p AaHHbIX O
npeanpuaTum u
npoLeccax
06pPaboOTKM
NepPCOHaNbHbIX
JaHHbIX
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MopenupoBaHue yrpos

OnpepneneHne
aKTyaNbHbIX Yrpo3
n opMMpoOBaHME
MoOenu
HapyLwnTens ans
onpeaeneHus
MTOrOBOro
Habopa Mep
3alLUNThI

OnpepneneHne
HEO6XOAMMOrO
KOMMJIeKCa
CpencTB 3aWmThl
MHOPMaL MK
ncxoas m3
3almiaemon
MHOOPMaLMU K
aKTYaslbHbIX Yrpo3

NMpoekTnpoBaHune
Peanusauus

dopmMnpoBaHme
KOMMJIEKTA
NPOEKTHOW

AOKYMEHTaL N }

[TocTaBKa U
BHEeApEeHME
CPeaCTB 3aLMThI

OueHka
3PPEKTUBHOCTH

2Kcnayatayms
CUCTEMbI 3aLLNTbI
N 06paboTKa
COBbITUN
6€30MaCHOCTM

' YnpaBneHue npoueccamm

Pa3paboTka n
BHeapeHne
NOKaNbHbIX
HOPMAaTWBHbIX
IOKYMEHTOB MO
0bpaboTKe U

3almunTe

NMNePCOHalJIbHbIX

JAHHbIX

7116

Ycnyru UB | altirix.ru

ANbTUPUKC
CUCTEMC



AHAJIN3 SALLUWLWLEHHOCTW

OUEHKA NHOPACTPYKTYPbI

«Mopenb 3amMka» Ans MHGPACTPYKTYPHI
LUMPOKO pacnpOCTPaHEHa B MNpPaKTUKe
obecnevyeHuss 6e30MacHOCTU, OAHAKO,
eCNn eé MOCTOSHHO He OLUeHMBaTb Ha
HanuuMe ya3BUMOCTEN, OHa  MOXEeT
ObICTPO CTaTb HEADDEKTUBHOWN.

OLUEHKA CETW

HepnocTtynHOCTb CeTM UM CBSI3M B
COBPEMEHHOM Munpe O3HayvatoT
NOTEPSHHbIE JOXO/bl 1 PAa304apPOBAHHbIX
knneHtoB. OpOHako TO, 4YTO CeTb
3anylleHa 1 paboTaeT, He O3HAYaEeT, YTO
OHa 6e30MacHa.

°|000

OLIEHKA MPUNTOXXEHNI

[MpunoxeHnsa BCe 60blUe MOBbILAOT
LLEHHOCTb OK3Heca Oas noTpebuTenen.
[Mpy >TOM 3@ CYeT WCNOb30BaAHUS
He6e30MnacHbIX CTOPOHHMUX NN
COOCTBEHHbIX TEXHONOTUI MPUNOXEHUS
ABNSIOTCS OAHOW n3 Hanbonee
PACMPOCTPAHEHHbIX «TOYEK BXOda» AN
3/I0YMbILLJIEHHWKA.

OLEHKA BA3 JAHHbIX

B Mmupe 6u3Hec-aHannTUKM 6a3bl JaHHbIX
4aCTO SBAKIOTCAS AOMOM ANd Hambonee
LEHHOM MHPOPMaALUMM O  KIMEHTaXx,
COOCTBEHHOCTM n COTPYAHMKaX
opraHmsaumm. C poCTOM CJIOXKHOCTU W
OO6BEMOB XPaHMMbIX AaHHbIX BO3paCcTatoT
puckm Mb.
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KUBEPYYEHUA

[TporpaMMHbIM KOMMNeKe «KnéepyyeHus»

ABTOMaTM3aLMSA MPOLLECCOB TECTUPOBAHNS
MHPPACTPYKTYPbI HA YI3BUMOCTU U
NPOHUKHOBEHWE

o AHanu3 oT4eToB CKaHepoB
YyS3BUMOCTEN

[locTpoeHne maTpuLbl PUCKOB
N UX Knaccupukaums

ABTOMaTUYECKOE COCTaB/ieHne
Mopenu yrpos

acgg"’EBblE AEI'FIC':EX,‘QM

1 K KpUTUYHBIM

P
AP OCTPAHEHWE O S

BHYTpeHHas ceTh

ABTOMaTU4YECKOE COCTaBIEHNE
O MNJaHa ycTpaHeHus
YyS3BUMOCTEN

A3BEPT|’\BA“““

= ext
POMeTposaHHbIN obv
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SALLUTA ACY T

B CBS131 C BbICOKUM MPOHUKHOBEHNEM NHPOPMALMOHHBIX TEXHONOMMIN B MPOMbILLIEHHYIO
chepy obecrneyeHne 6e30MacCHOCTM aBTOMATU3UMPOBAHHBIX CUCTEM  YrMpPaBieHUs
TEXHONIOTMYECKMM MPOLIECCOM U  3alUMTa CaMUX TEXHONOTUYECKUX MPOLLECCOB —
Hanbonee NPUMOPUTETHbIE HANPABNEHUS A1 MPOMbILLIEHHbIX NPEANPUATUI.

CoTpyaHmnyecTtBo ¢ BeHagopamu ACY Tl v TeCcTnpoBaHMe CpeaCTB 3alunTbl 414
NOJIHOW COBMECTUMOCTU CUCTEMbI 3amnTbl U ACY TT1

ObecneyeHne HeENPEePbLIBHOCTM TEXHOIOTMYECKOro npoLiecca, pa3paboTka
Disaster Recovery Plan (DRP)

Mepbl 3aLmnTbl Ha BCcex ypoBHSAX ACY TT1: BepxHum yposeHb (SCADA), cpeaHmnm
ypoBeHb (1K) M HKHUW YpOBEHb (AaTHYUKM 11 MEXAHM3MDbI)

[TpnopunTeT MCMNOJIb30BaAHMSA BCTPOEHHbLIX MEXAHU3MOB U 3aLLUMUTHbBIX GYHKLNI
YCTPONCTB 1 NporpamMmmMHoro otecneveHus ACY TT1
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MUMIMOPTO3AMELLEHWUE UB

COTpYyAHMYECTBO C MepeaoBbIMY POCCUNCKNMK Pa3pPaboTYMKaMM 1 MPAKTUYECKUXA OMbIT
nepexona ¢ MMNopTHbIX AT n Ub peweHnnm Ha oTevyecTBEHHbIE MO3BONSAIOT Y4eCTb BCe
NOTPEOHOCTU U OFPaAHUNYEHMS 3aKA34YMKOB MPW BbIMOIHEHMM MOCTAB/IEHHbIX 334au.

VImnopTo3amelleHune peweHunm T n Vb B Poccum onpeneneHo NocTtaHOBNEHVEM
[MpaButenbctBa PO o1 16.11.2015 N2 1236

HononHuTenbHble orpaHn4eHmnd noCTaBOK B CBA3N C CAHKUMNOHHbIM PEXNMOM

B Poccunm BBeaeHbl PeecTp poCcCUNCKMX Nporpamm ang 2BM (reestr.minsvyaz.ru)
n peectp MMHNPOMTOpPra, CoAepPXaLLM NnepedyeHb POCCUNCKOro 060PYA0BaAHMS

[ThaHMpyemoe paclumpeHmne orpaHMyYeHnt BIIOTb 4O 3anpeTa NCMOIb30BaHUS
3apy6eXHbIX CPEeACTB 3allMTbl ANs pafa oTpacien 1 npeanpusaTmnm

AnNbTUPUKC
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https://reestr.minsvyaz.ru/

MPOEKTUPOBAHWE CUCTEM 3ALLLIATDI

g « [MBKOCTb PEAJIM3ALINN

S
% ‘? Ha cTapTe paboT onpegensemM cCroco6 BbIMOMHEHUS KaXOOro npoekTa Aas
é( 752?‘ Hanoonee 3GPEKTUBHOTO AOCTMIKEHUSA LeNen UCXOoAd U3 UMEIOLMXCS BPEMEHHDIX,
’II‘J\S OUMHAHCOBbLIX U UHbIX OrpaHmnyeHnn. ObecnedrBaeMm O60OCHOBAHHbIN BbIBOP CPeaCTB

% 3dlNTbl 3a CHET MPaKTNYECKOro OoriblTa BHEAPEHNA N TECHOIO B3aMMO/IENCTBUSA CO
BCEMUN 3HAYNMMbBIMU MPEOACTaBUTENIAMN Ha PbIHKE peLIJeHl/Il;I Mo 3anTe MHCI)OpMaLI,l/Il/I.

MPAKTUYECKUN MOOXOA
(g{ Z Ob6ecneymBaeM MNPaKTUYECKYIO MPUMEHVMMOCTb N 3GDEKTUBHOCTb CO34aBaEMOM

A

/@ *  MOAENMpPOBaHMe yrpo3 c yyeTom Lenoyek atak (Kill Chain);

PUCK-OPUEHTUPOBAHHbIM NOAXOA NPU OLEHKE Yrpo3;

oLieHKa pe3ynbTaToB meToaomM Henbodun n SWIFT;
apantauua bY ®CTIK Poccun ¢ yuetom MITRE ATTECK n OWASP.

. A
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BHEAPEHUWUE CPEAOCTB 3ALLIUTbI UHOOPMALINWU

Sandbox (Anti-APT)
ldentity management
DDOS protection

Incident Response
Platform

Web Application
Firewall

Next Generation FW
Security Information
a

Endpoint Protection

NMPOABUHYTDIE
PELUEHUSA

Mobile Device
nd Event } Management

Management Threat Intelligence

Firewall

3ALLUTA

Anti-spam software
VPN
Antivirus

Vulnerability Scanner

l PACLUMPEHHAA

BA3OBbLIU
YPOBEHb

Data Loss Prevention
Proxy

Backup & recovery

O —

. A
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CUCTEMA YIPABJIEHUA UB

[ToCcTpoeHne cUCTeMbl yripaBneHMst MHPOPMALMOHHOM 6E30MaCHOCTbLIO NPOM3BOAMNTCS B
COOTBETCTBMM C TpeboBaHMAMKU MexayHapoaHoro ctaHaapTta ISO/IEC 27001:2015.

NMPEMMYLLUECTBA:

\ [TocTpoeHue npoueccos yrnpasneHus MIb B COOTBETCTBUM C MOTPEOHOCTAMM

\ 6u3Heca
PNCK-OPUNEHTUPOBAHHbLIN MOAXOA K OMNpeneseHNIO MPUOPUTETHBIX HampaBieHNIN
) Pa3BUTUSA MHPOPMALIMOHHOW 6€30MaCHOCTU

@ pumeHMMOCTb K MpeanpUATUAM NO6bIX OTPACTEN 3a CHET YHUBEPCANTbHOCTY

’/ OaHO3HavYyHOE onpeneneHme 30H OTBETCTBEHHOCTM BCEX PAOOTHUKOB, BOB/IEYEHHbIX
/ B npouecchl obecneyeHus b

. A
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LEHTP MOHUTOPUHIA UB

LlenTp MmoHuTOpKHra Mb (SOC) no3BongeT B COOTBETCTBUU C MOTPEOBHOCTAMMU 6U3HECA
onepaTrBHO ObpabaTbiBaTb COObITUS Vb, BbISBAATL U paccienoBaTb MHUMAEHTbI VB.

OCOBEHHOCTW:

N

@ LeHtp MoHUTOpPUHra MB — COBOKYMHOCTb KaApOB, TEXHOMOMMM U MPOLLECCOB

Anpom SOC o6bIvHO aBnseTcs SIEM-cuctema

BHYTpeHHME NCTOUYHUKU: MHOPACTPYKTYPHOE 0B6OopYyaOBaHNE, MHPOPMALIMOHHbIE
CUCTeMbI, MpunoxeHus, cpenctsa 3awmTol (AV, NGWEF, DLP, IDM, WAF) n npoune

’/ BHelwHMe NCTOYHNKN: OBHOBIEHUS U CUFHATYPbl OT MPOU3BOAUTENEN CPEACTB
/ 3alLUNTbI, CBEAEHMS O HOBbIX TEXHKMKaAX M aTakax (Tl), MHAMKATOPbI KOMMIPOMETALUN

AnNbTUPUKC
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¢ AIbTUPUKC CUCTEMC

T.+/ 812 716-14-14
info@altirix.ru
altirix.ru | 187-3.pd
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