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[IlpobnemaTuKa

é OTcyTCcTBME MeToaMYecKux pOOKyMeHToB oT perynatopa (PCTIK

Poccum)

_i He,IJ,OCTaTOHHbIlz YpoBeHb NnogroToBKu WUTAaTHbIX CreuuaimcTtoB (601199

20% w3 Bcex thopM HanpaBneHus cBegeHMM 06 obbekTax KWW,
BO3BPALLAETCS PerysiSTopoM Ha f.opaboTky)

HepocTtaTouHast  MHGOPMMPOBAHHOCTb  YIEHOB  KOMMCCMM MO

KaTeropupoBaHuto 06bekTos KA

HexBaTka wWraTHbIX crieumyanuctoB u (Mnu) BpEMeHI:IbIX pPecypcoB Ha
netanbHoe obcnenoBaHue ob6bekToB KW

HepocTaTouHOCTb 060CHOBaHUM IS MPUHATUS pelleHnn Ccy6beKToM
=0 KN o BkmoYeHUN/HeBKIloYeHUM obbekTa KW B nepeyeHs,
P’ nopfiexalumx KaTeropupoBaHuto, U (Mn1) NpUcBOeHWUM/HenpUCBOeHUM

KaTeropum 3Ha4YMMoCTH

__O PocT uncna kubepaTtak Ha  KPUTUMYECKYHD  MHChOPMALMOHHYHO
P/ VHDPaCcTpyKTypy

[NpusHaHue cybbexkToM KA dbakTa
otcytctBUA  obbekTtoB  KUVN,
MoA/IeXalMX KaTeropupoBaHuIo,
He ocBoboxpaeT oT
OTBETCTBEHHOCTM B CiyYasiX
HaCTyr/ieHuss  MHUMOEHTa  C
TSOKKUMA MOCNEeACTBUSIMUA WU UX
Yrpo30M,  HapyleHUs  MpaBun
aKcnnyataumm obbekTa KA

N

Hannune YroSIOBHOM
OTBETCTBEHHOCTH,
pernyTauMoHHbIX "

npotheccuoHanbHbIX PUCKOB B
CBSI3N C OeucTemeM ctatbn 274.1
VK P® 3a HeBbinonHeHue
TpeboBaHMA Mo Be3onacHOCTY
obbekToB KM (B  cnyyasx
HacTyrnfieHMss  MHUMOEHTa C
TSOKKMMU MOCNeaCcTBUSAMU UIU UX
Yrpo30M,  HapylleHus  MpaBui
aKcnnyaTaumm obbekta KN

Cnaup1usl
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[lpnHUMNbI B OCHOBE MeTOopUKK

Q [logpobHoe AOKYMeHTUPOBaHWe BCEX 3TAroB KaTeropupoBaHus

B BosmoxHocTb peanusaumm MeToguKm B YCNOBUAX HeJOCTaTKa BPeMeHM
U  uHaHcupoBaHMA  (YmpollgHMe MpOLEeCcCOB  peanusauMm  C
coxpaHeHWeM 06beKTUBHOCTH)

OpyeHTMPp Ha HaumoHanbHble cTaHpaptel PO  wn  nyvume
MEXXOyHapOOHbIe MPaKTUKU

OtcyTcTBYE NPOTUBOPEUMN  C  [EUCTBYIOLIEM  CUCTEMOM

3aKoHopaTtenbcTea PO

é [pakTnyeckas nonb3a gia 6usHeca v Ton-MeHeg)KMeHTa

Q VHMBEpCanbHOCTb

$ BosMo)XHOCTb aBTOMaTU3aLmMK1 B By ayLLeM

[pouecc  obcnepoBaHMs  Ha
TepputopuM ofHoro cybbekTa
K 3aHnMan B cpepgHeM He Bonee
7-M1 paboumnx gHeW, B TOM uncne
npu  Hannmuum  6onee 1000
o06bekToB K/, HanpuMep, CTaHKu
c Yy (pasHoeugHocTb ACYTT)

N

B obcrnepoBaHuM Bbim
3a[eMCTBOBaHbl B CpefHeM OT 25
0o 50 paboTHMKoB cybbekTos KA
u3 yucna pyKoBoguTeneu
cpepHero 3BEeHa n
aKcnnyaTupyrowmx obbvekTbl KA
noapasgeneHum

N

HeaeTomaTusupoBaHHas
obpabortka pesynbTaToB

obcnepoBaHus 3aHMMana B
cpegHeM 2-3 Heglenu

Cnanpg2us 1l
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PeweHue

B ocHoBe nopxopa - HauMOHaNbHbIN
craHpapt MOCT P MUCO/M3K 31010-
2011. «MeHemKMeHT pucka. Metogpl
OLIEHKW pUCKa»

MeTtopg, denbtu - npepHasHaueH ons

nosnyyeHnss  060B6LIEHHOrO  MHEHWS
rpynnbl 3KCMNepToB. 3KcnepTbl
BbIpaXatoT cBoe MHeHue

WHOMBUAOYaSIbHO U @HOHUMHO, NMPW 3TOM
uMesi BO3MOXHOCTb Y3HaTb MHEHUS
APYrvx 3KCNepToB rocne 3aBepLueHUst
paboT Mo KaTeropypoBaHUIO 06BLEKTOB
KA

”

i

CTpyKTyp1pOBaHHbIM aHanus
cueHapuveB MeTtogoM SWIFT («yTo,
ecnu?») - MeTop, WCCrief0BaHUS
CLeHapueB, B KOTOPOM WCMOMb3YHOT
Habop CrMOB WM  hpas3-MopCcKasok,
MOMOraloLLyX B MPOLLeCCe WHTEPBbHO
YYaCTHUKY ornpoca
MOEHTUDULMPOBATD onacHble
CUTYaLMM M CO30aTb CLUEHapUM UX
pasBuUTHA

BbixogHble gaHHbIe 9tan
Havano
obcrnefoBaHus
lMepeveHs OKMM (UC, UTC,ACYTTD) | Copnarix dGoBcex
< HaUMEHOBAHUSIX U
apxuTexType OKUN
OueHka
NPUMEHUMOCTU
rokasarernen
KpuTEpUEB
3HaUMMOCTUK
cybbeKTy B Lenov
: [prMeHVMbIe NMOKa3aTesNM KPUTEPHER ‘; Kovcercyc
OueHka
MPUMEHUMOCTU
[prMeHUMbIe MOKa3aTeN KPUTEPHER riokasareneu
KpuTepueB
3HaUMMOCTUK
kaxpomy OK/A
AKT 0BbISIBIEHM KPUTYECKWX +
npoveccos; OryeT 06 obcrefoBaHM C
OLLeHKOI prckos; MepeueHb OKMML | KoHceHgyc
OLeHKa 3HaueHui
rokasarersem
JaHHbe ansiKaTer BaHVsi — KpuTepueB
3HaUMMOCTU YA
kaxppro OKNA
3aBepLueHve
obcrnenpBaHus
AKTbI KaTeropupoeaHus OKm OUleG a.laqew
MNPOTOKO 3aCEAaHNS KOMACCUY; hiopMbl oKasaTenei
HarpaeneHvs CBeleHN CBOJHAA |« KpUTepHes
3HauMMOCTU YA
kaxxppro OKNA
HokyMeHT b1 s oTpaBku BoPCTK
Poccum < KoHceHcyc

R

BxogHble paHHble (Mognpouecc)

<&
<

lMpaBoycTaHaBMBatOLYIE AOKYMEHTI
Ha OKMA

e

YcTaB NpeanpusTUsS; MLEH3N
NPeanpUATUA Ha OT fesbHble BULbI

VHBeHTapusaL,-
7]

A

nesaTenbHocTY, Bbinuckaus EMPHOJT
BbINVCKa U3 peecTpa BrlaferbLes
LeHHbX Bymar; HMAPocaickoit

KauecTtBeHHas
(aKkcriepTHasi)

A

Heszaeucumoe
<€——— 3KCMepTHoeMHeHne
ayayTopoB
KonuyecTBeHHas oLeHKa:
1. Metog, Jenbtov;
CrpyKTYypHpoBaHH
HesaBucumoe
<——— 3KCTepTHOEMHeHWe

aymmTopoB

KauecTtBeHHasi oLieHKa:
1. Metog, Jenbtov;

v
CTpyKTYyprpoBaHHbM aHanu eHapueB MetopgoM SWFI

KauecTBeHHas! oOLieHKa (SKCMepTHas) B COOTBETCTBMA C

A

VreepxoeHe nepeyHsi OKM NoyIeXaLyx

A

KaTerop1poBaHuIG, YTBEPKOEHNE aKTOB KaTeropypoBaHus 1

f
P

JaHHble  MeTogbl  OUEHKM  PUCKOB
UCMONb3YHOTCH KaK BCroMorartesfibHble B
OTHowweHuM obbekToB KWW,  KoTOpblE
ABTOMaTM3MPYHOT MPOLLECChl Ha OrMacHOM
MPOU3BOACTBEHHOM 06bekTe UM obbekTe
TOM/IMBHO-3HEPreTUYECKOro  KOMIJIeKCa
(T3K). B 3TOM cryyae, KPUTUYHOCTb
MPOLECCOB OLIEHMBAETCSI HA OCHOBaHWU

DeKnapaumm MPOMBbILLIEHHOM
6e3onacHOCTY, MNaHOB JNMKBUOALMU
nocreocTBMM  aBapud M NAcropToB
o06bekToB TIK

N

'.!._- N

KoHceHcyc: ecnm OTCYTCTBYHOT
MPUHLMNMANbHbIE BO3PaXXeHUsA y
OONMbLLMHCTBA YJIeHOB KOMUCCUMM, Ha
OCHOBe obLero cornacus be3

rnpoeepgeHUA ronocoBaHud, ecsii rnpoTtue
Hero HWUKTO He BbICTYMAeT, nmbo npu
UCKJTHOYeHUn MHeHWUd HEeMHOrmx
HeCornacHbIX y4aCTHUKOB

N

OueHMBaHWE KPUTUYHOCTM MPOBOAMTCS
aHOHUMHO BO Wu3bexaHue croeopa C
LieNbto 3aHWKEeHUs! OLLeHOK

Cnang3us1l
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JTan KonuYecTBeHHOM OLLEHKU PUCKOB

Bpewms
npepbiBaHUA
npotecca

>2H1a0<=2H20 4+

>2H<=2H1Oo 4 o o o _______ .......... i

>1H6A0<=2H ¢}

>1H5a<=1H60 §. e A e s
>1H4a<=1H5n.. .............................................................................

>1H3a<=1H40 +
>1H2a0<=1H340 +

31H 1 QRS TH2N Pt e ;

>1H<=1H1] -
>60<=1H -
>50<=6[1 -
>4pn0<=5n0 4
>3ﬂ<=411 1l .
>2p<=34 ¢ o
>1pn<=2n0 4 ""'

<=1p ¢ o

BOCCTaHOB/EHUA
| paboTocnocobHocTH

KaTteropuposaHus

ObpaboTka  pe3ynbTaTtoB  OLEHKM  pUCKa

OCYLLECTBJISIeTCS B 4 3Tana:
30Ha PacueT  cpegHMX  3HaYeHMU 1o
oueHmBaeMbiIM  o0bbektaMm KW  wu
o

KpUTEPUSAM

OcHOBHble pacyeTbl M NPOrHo3MpoBaHue

Pa3spaboTka rpachmkoB ¢ BU3yanusaumen
B3aMMOCBSI3U BEPOSATHOCTU HACTYrJIeHUs!
HeraTMBHbIX MOCNEACTBUMA OT BpeMeHu

A - eHb

H - Hepgens npepbiBaHUA NMpoLecCa

BeposaTHOCTb

HacTynneHus AHanus BO3MOXXHbIX CueHapueB

MpoueHTbl (OueHKN): 2

v

:’, Ha ocHoBaHun nonyyeHHoM

-W.>  uHopMauMmM KoMuccusa Mo
KaTeropupoBaHuto
MPUHUMAET peLLeHue, Kakue
06bekTbl KA BKOUMTL B
repeyeHb, MOOJIeXKALLYX

KaTeropmposaHUIo

—_——————t——————————
10% 20% 30% 40% 50% 60% 70% 80% 99% 100% HeraTuBHbIX
1

HapyweHus pabotocnocobHoct OKUA ¢
YYETOM MOSyYeHHbIX JaHHbIX

$ 443

4 5 nocneacTeun

N

He BkntoveHWe Bcex WM ~@). Bo3MOXHOCTb  MPUHATUA  pelleHUM  KOMUCCMeM 1o

-

oTAeNbHO B3ATbIX -\ KaTeropupoBaHMIO He TOSbKO Ha OCHOBE MHEHWM UNIeHOB
obvektoB KM B KOMACCMM, HO M Ha OCHOBE KOMMIEKCHOM OLIEHKM,
nepeyeHb, MoAJIEXaLLX 0606LUAOLLEN MHeHVe BCEX CreLmanucToB,
KaTeropmpoBaHuIo, 3a[,eMCTBOBaHHbIX B 3KCMyaTaummn o6bekToB KW, a Takke
ABNAeTCAa 060CHOBaHHbIM C Y4YeToM 3KCMEepPTHOM OLEHKU KBanUdULMPOBaHHbIX
W OKYMEHTUPOBAHHbIM ayauTopoB (BHY TPEHHWX UM BHELLHWX)

Cnaup 4ms 1l
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3Tan KayeCTBEHHOM OL,eHKU PUCKOB

9 [Mepen,  kaTeropupoBaHWeM B @ MeToguKa KaTeropupoBaHUS MOXET

& 06s13aTeNbHOM nopsigke ~ ¥ paspabarbiBaTbcs o yJyeToM
paspabaTtbiBaeTcs LOKYMEHT BpeMeHHbIX  MHTepBanoB  (SLA),
«MeToguKa KaTeropMpoBaHus NOSTyYeHHbIX Ha NpeabiayLLeM aTare
06bekToB KA», MHamBupyanbHbIU
ons kaxgoro cybbekta KUA

VHuBepcanbHbIM MpuMep: pacyeT yuwepba tepepanbHoMy 6romkety PO

npegnonaraer:

> PacuyeT CyMMbl  HanoroBbiX  OTYACNEHMA  MpeprpuaTUeM 33

MPOrHO3MPYeMbIN TPEXSIeTHUM Nep1of, Ha OCHOBaHUM OaHHbIX 3a 2019 -
2021 rr.

OnpepeneHune rpaHuUL, KaTeropui B cootBeTcTBuM ¢ [ ot 08.02.2018 N2
127

OnpepeneHve ypoBHA [0X0Ma NPenanpusaTys, KOTopbiM obecrieuMBaeTcs
OKWU (ycTaHaBnuBaeTcs B %)

Onpepenenve nHpgekca KputnuHocty OKUM ro oTHoweHuo K gpyrum
OKWMM (3HaueHwue oT 1 1 BbliLLe)

VicknioueHme criydaeB HaCTYr/ieHUs HeraTMBHbIX NOCNeCcTBUA OJ1s BCeX
OKMM opHoBpeMeHHO, B CllyYyae ecliM KaXgpid U3 06BbEKTOB
(OYHKLUMOHMPYET uyepe3 (M3MYECKM U JIOTMYECKU  paspesibHoe
obopynoBaHue

[MpuMep cBOaHOU TabnMLbI N0 KaTeropUPOBaHUIO

HanmeHosaHue
UC/UTC/ACY TN

Htorosan
KaTeropua

JKonoru4eckuin
yuwepb

HapyweHue $pyHk-
LIMOHMPOBAHUA
CEeTH CBA3K
Kateropua

Yuwepb ®u1sHU 1 3g0poBLI0 Ntoaei Yuwepb brogxeram PP

Kateropus 3HaueHue (uen.) Kateropua 3HaueHue (Toic. pyb.) Kateropua

OKMK 1

I1T 8 Bez KaTeToOpMH 107 708,81 I1T He npumenrumo IIT

OKMK 2

107 708,81

III 48 Bes KaTeropuM I1I He npumeHumo III

OKWK 3

107 708,81

III g8 Bes kaTeropum III He npumerHumo ITI

OKMK 4

107 708,81

ITT 27 Bes KaTeTOpMM I1T1 He npumennmo ITI

OKMUK 5

107 708,81

II Ho 500 Bez kaTeIlopuM III He npumexumo II

HMcxogHble gaHHbIe
Kon-so OKWUM, nognemalpmx KaTeropupoeaHuio (wT.) 15
JNoxop npeanpuaTtKa, obecneunsaemsid OKMA (%) 100%

PegepancHbld BrogmeT (ycpeaHeEHHbIN 33
NPOrHO3MPYeMbIA TPEXNETHUM nepuog 2019 - 2021 rr.)

20 388 651 391 500,00 F

MnaHoBbLIE OTYMCNEHUA NPEANPUATHA B heaepanbHbIM
BrogweT (ycpeaHeHHbIE 3a TpexXNeTHWA nepuog 2019 -

2021 rr.)

1723 340950,00 F

Ipanuypbl Kateropuii no MM Ne 127

lMokasatensb

Kateropua (sHaueHue nokasartens)

3

(0,05>=N>0,001) py6.

2
(0,1>=N>0,05) py6.

1
(N>0,1) pyb.

a) CHUKeHWe AOXOA0B
tdenepansHoro BogxeTa

203886513,915

10194325695,75 »=N>

20388651391,5 >=N>
10194325695,75

N> 20388651391,5

Mepe4veHs 06wmi sec OKHH & HHgerc KpuTHHHOCTH | BoamomHoe cHUXMeEHHe
OKWH noay4eHuu npubeinn | OKHMH (1 - HaumeHee |poxopgoe degepansHoro
KPUTHYHBINH) BropxeTa
OKMKH 1 6,25% 1,00 107 708 809,38 P
OKKMK 2 6,25% 1,00 107 708 809,38 £
OKWMM 3 6,25% 1,00 107 708 809,38 P
OKKMH 4 6,25% 1,00 107 708 809,38 F
OKKMK 5 6,25% 1,00 107 708 809,38 £
OKWM 6 6,25% 1,00 107 708 809,38 P
OKWKH 7 6,25% 1,00 107 708 809,38 £
OKKMK 8 12,50% 2,00 215417 618,75 F
oKWK 9 6,25% 1,00 107 708 809,38 P
OKKMK 10 6,25% 1,00 107 708 809,38 £
OKMHM 11 6,25% 1,00 107 708 809,38 £
OKKMKM 12 6,25% 1,00 107 708 809,38 F
OKMIK 13 6,25% 1,00 107 708 809,38 £
OKKWH 14 6,25% 1,00 107 708 809,38 £
OKWMH 15 6,25% 1,00 107 708 809,38 £
100%

Cnanp5us 1l
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[IlpenMyLLecTBa U HepaoCcTaTKU MeToANKM

L Al JL L AL L

[penmMyLLeCTBA:

YHuBepcanbHOCTb

BapuaTtBHOCTb
MacwwrabupyeMocTb

[Mbkas cmcteMa oLLeHMBaHUSA

PacumpeHve rpaHuL, OTBETCTBEHHOCTM 3a MPUHSATbIE
peLLeHus

CHWKeHMe BepOATHOCTM HACTYM/IEHUs  YrofIoBHOM
OTBETCTBEHHOCTMU B CIlyYasiX HACTYMNEeHUs MHUMOEHTa C
TSDKKUMM NOCEACTBUAMA WU UX YIPO30M, HapyLLEeHWS
npaBwn aKcryaTaumm o6bekTa KA

Bbicokasi BEpOATHOCTb  YCMELHOro  MPOXOXKOEHUS!
MPOBEPOK PErynupyrolLyX OpraHoB paxke B Cly4ae
OTCYTCTBUS 06beKToB KWA, nogieXxaLupx
KaTeropupoBaHuIo

Bbicokasi npakTuyeckas LEHHOCTb A1 MonyyeHus
LIESIOCTHOM «KapTWHb» B paspese HemnpepbiBHOCTY
busHec-npoueccoB 1 ob6ocHoBaHUS 6ropykeTa Ha Vb

-

=
=)

Hepoctatku:
Bbicokas 3aBUCUMOCTb pe3ynbTaToB oT
KBanuukaLmm ayguropoB

Bo3Mo)xxHoe 3aHWKeHWe OLEHOK KPUTUYHOCTU B
crlyyae HepobpocoBeCTHOrO MCrosHeHUs MeToaomku
cy6bekTom K

HepocTtaTouHoe KONMMYECTBO  SKCIUyaTMPYHOLLIEro
nepcoHarna gns HekoTopbix 06bexkTos KU

CHWKeHWe 06bEKTUBHOCTYU B CnyYae aBTOMaTU3aLun
rnpouecca KOJNIMYeCTBEHHOU OL,eHKH PUCKOB

Cnaup 6 us 11
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Meponpusatua npu Hanu4yuu sHayuMbix OKUI

>

Y VYV

A\

VV VYV VYV VY

VV VYV VYV VY

VTBepXaeHne npukasa (pacriopsbkeHus) O CO3daHUMM cucTeMbl BHesomacHocTM 3Haummbix OKMM 1 HasHaueHwu
OTBETCTBEHHbIX JIULY,

Paspabotka pernameHTa uHgopmmpoaHua OCB Poccum (HKLIKM) o KoMnibioTepHbIX MHLMAEHTaX (A5 BceX Cy6beKToB)
Paspabotka [lnaHa pearvpoBaHUs Ha KOMIbIOTEPHbIE WMHUMOEHTbI U MPUHATUA Mep MO0 JIMKBUMOALMM MOCNencTBUM
KOMIbHOTEPHbIX aTak (aHanor nnaHa aBapuiHoro BocctaHoBneHus — Disaster Recovery Plan) - B cpok a0 90 kaneHpapHbIX
OHEW CO AiHSA BKITHOUEHMS B peecTp 3HauuMbIX o6bekToB KN

EXerogHble TPEHUPOBKM Mo oTpaboTke MeponpusaTuK MnaHa pearpoBaHUs Ha KOMIbIOTEPHbIE MHUMOEHTbI U MPUHATUS Mep
MO IMKBUAALMM MOCIIEACTBUN KOMMbBIOTEPHbIX aTaK

Paspabotka Mopenen yrpos 6e3onacHOCTU MHGopMaLIm

dopmMupoBaHme TpeboBaHUM K cucTeMe besonacHocTy 3HaunMbIX OKM (paspaboTka TeXHUYEeCKOoro 3a1aHUsA Ha Co3aaHue)
3CKM3HOE NMPoeKTUPOBaHMe CUCTeMbI 6esornacHOCTU 3HaUMMbIX OKIA

MnoTtupoBaHue (MaKeTUpOBaHWE) CPEACTB 3aLLMTbI MHGOpPMaLIMK

PaspaboTka 1 BBOf, B AENCTBUE OpraHWU3aLMOHHO-PaCcropsauTeNIbHOM AOKYMEHTaLMK

Pa3pabotka TexHopabouero npoekTa Ha Co3paHue cucTeMbl besonacHoCTM 3HaunMbix OK

[NlocTaBka cpencTB 3alyThl MHGOPMALIMK U MYCKOHAMAQ04Hble paboTbl N0 CO30AHUIO CUCTEMbI 6E30MacHOCTU 3HAUUMBIX
OKMA

[pepBapuTenbHbIe UCMbITaHUS M OMbITHAsS SKCTTyaTaums cucteMbl 6e3onacHocTH 3HaunMbIx OKA

AHanus ysazsuMocTen 3HaumMMbIx OK/M (MHCTpyMeHTanbHbIM aHaU3 3aLUMLLEHHOCTU UMK MEHTECT)

[MpreMoyHble UcrbITaHUA / OLLEHKa COOTBETCTBUA UIW aTTecTauys / nepeBof, B MOCTOSAHHYHO SKCTTyaTaLmio

O6ecneuyeHne besonacHocTM 3Ha4UMMbIX 06bekToB KM B X0ae akcnnyaTauum

O6y4eHue 1 rnoBbILLeHWE 0CBEAOMIIEHHOCTU MNepcoHana

[NepecMoTp KaTeropu 3Ha4YMMOCTH

O6ecneuyeHne besonacHoOCTM 3HaUMMbIX 06bekToB KM npu BbiBOAE MX 3KCMyaTauum

Cnaiip, 7 n3 11 % Anbtupuke 2020 altirix.ru



[lopxon K MOgeNnUpoBaHUIO Yyrpos

AnropvT™ MogenMpoBaHus yrpos:
OnpepeneHye aKTyasbHbIX HApYLLMTENeM NyTeM aHanusa onpegeneHHbIX KpUTepueB, CBOMCTBEHHDbIX IS thiunvana v Hop. LA B LIENOM
OnpepeneHve yA3BUMbIX 3BEHbLEB B 3aBUCUMOCTM OT CTPYKTYPHO-(hYHKUMOHanbHbIX Xapaktepuctuk UC, UTC, ACY TI (cepeepbl, APM, 10, OC,

>
>

annapaTHble NnaTgopMbl, aKTUBHOE CeTeBoe 060pyJJ,OBaHVIe, MallMHHbIE HOCUTEJIMUTT. I'I.)
AHanus ctenexu noasepP>XxeHHOCTU KMﬁepaTaKaM YA3BUMbIX 3BEHbEB

Pacuet OEeCTPYKTUBHbIX BO3,EI,eﬁCTBMI\;1 NPV HapyLeHUN KOHpMaeHUManbHOCTH, LieNIoCTHOCTH, A0CTYNHOCTU UHopMaLLMK, 06pa6aTb|BaeMof71 YA3BUMbIMU

3BeHbAMU

Bbibopka npuMeHUMbIX Yrpo3 U3 6aHka gaHHbIX yrpo3 OCTIK Poccum B 3aBUCUMOCTM OT 0COBEHHOCTEN YA3BUMbIX 3BeHbeB (ONUMOHaNbHO MOryT BbiTb
pacCcMOTpPeHbl [OO0MONHUTENbHbIE Yrpo3bl, MPeayCMOTPEHHble roCYyAapPCTBEHHbIMU CTAHOAPTaMU U JyYlMMU MPaKTUKaMn B 06acTu obecneyeHus
WHhOPMaLMOHHOM 6e30MacHOCTH)
CocTaBneHue Lenoyek aTak (ot aHrn. Kill Chain) us BbI6opKu NPUMEHUMBIX Yrpo3
PacueT BeposATHOCTM peanu3aumu yrpo3 C yYeTOM peann3oBaHHbIX Mep 3alyTbl (B Crlydae ecniv paHee MPOBOOMIAch OLEHKa COOTBETCTBUS Wi

aTTecTaums)

dopM1poBaHKMe UTOrOBOro NepeYHst akTyasibHbIX Yrpo3s 6e30MacHOCTM MHhopMaLIMK
OdchopMrieHre Mopenen yrpo3 6e30nacHOCTU MHEOPMALLMK, BKITKOYas MO/ b BEPOSITHOrO HapyLUUTENs

Ne | HavmeHOBaHWE aTaku ¥YBW 1-ro wara ¥YBEW 2ro wara ¥BW 3-ro wara YBW - nocnencTeBUA peannsauMK yenelwHon
aTaku
1. | DDoS amplification (pe- | Pa3eegka: CKaHWpoBaHWe: Jxcnnyatayua yAazeumo- | YBI.140 (yrpo3a npuBedgeHWA CUCTEMEI B COCTOAHWE
hnekTopHele cnoxHele | — YBW.99  (oDHapywenue | — YBIM.98 (obHapyweHue | cTu: ®0TKA3 B 0DCNy#MBaHUK:);
DDoS-aTaku), BHYTpEH- XOCTOB); OTEPLITEIX  MopToe  w | — YBW.153 (yrpo3a ycu- | YBW.187 (yrpo3a HecaHKUWOHWPOBAHHOTO BO30eM-
HWA W BHEWHWA™ Hapy- | — YBI.37 (yrpoza uccnego- naeHTUUKaUMK  nNpu- NeHWA BO3ASWCTBMA Ha | CTBMA HA CPEACTBO 3aLUMThL! MHAOPMALIMK).

LUWTEIH

Ba&HWA NPUNOHREHWUA 4Ye-

BA3aHHLIX K HHM

EbMHUCNIUTEEHEIE  pPa-

BAHUA NPUNOHEHNA Je-
pe3 oT4eThl 00 oWnbKax).

BA3aHHLIX K

CyG).

HK

— ¥BW.172 (yrpoza pac-
NPOCTPAHEHWA «MNOYTO-
BLIX YepBel»).

pe3 oT4eThl 00 oWWEKaX). CyHG). CYPChI).
2. | Spam (Cnam), BHyTpeH- | Pa3eenka: CKaHWpoBaHWe: HocTaeka: YBW.171 (yrpo3a CKPLITHOMD BKNHYEHWA BbIMUCIIK-
HWA W BHeWHWA Hapy- | — YBM.99  (oDHapyxenue | — YBW.98 (obHapywenue | — YBW.173 (yrpo3a | TenbHOrO YCTPOWCTBA B COCTAR DOT-CeTH);
LIMTENK XOCTOB); OTEDPEITEIX  MOPTOB W «cnama» Beo-cep- | YbW.195 (yrpo3a yoaneHHoro 3anycka BpeqoHOCHOTo
— YBI.37 (yrpoza nccneno- naeHTUKKAUMA  Npu- Bepa); Koda B 0DX04 MEeXaHW3MOB 3allWTel OnepauuoHHOW

CMCTEMBI);

YBW.193 (yrpo3a yTeuykm MHPOPMALMK 3a CYeT NpK-
MEHEHMA BPEOOHOCHLIM NporpamMMHbIM - obecnede-
HWEM ANTOPUTMOE LWUWMbpOBaHWA TpaduKa);

YBI.189 (yrpo3a mackwpoBaHuA AeNCTBUI BpeaoHoC-
HOro Koaa);

YBW.188 (yrpo3za nogMeHsl NporpaMmHoro obecnede-
HWA);

YBW.187 (yrpo3a HeCaHKUWOHWPOBAHHOIO BO308W-
CTBWA HA CPEACTBO 3aLUMTE MHOPMALMK).

[Mopxop, ocHoBaH Ha
MeToaMNYeCcKuX

nokyMeHTax OCT3K
Poccun no KCUMA ¢
nobaeneHvem
MeTof,0/10rmm
Chain»

«Kill
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[lopxopn K MogenupoBaHUIO Yrpos

BHLIZ2 | MNpecTynHble rpynnsl McTOYHMK aKkTyaneH B CNeQyLWMK CydYanx:

(KpMMWHANbLHBIE CTPYKTYPLI) — B OTHpBITLIX MCTOYHMKAX ONYDINUKOBAHL! BEIABNEHHLIE CIY-
yaun (HOBOCTM, CTATEM, XKYPHANWCTCKME pacCNefoBaHWA, WH-
TEPBLID), NOATBEMKOAKLWMWE MNPUYACTHOCTE NPECTYMHBLIX
rpynn (KpMMKMHANBHEIX CTPYKTYP) K NPOTWBONPaBHOR OAeA-
TEeNbLHOCTW B OTPACnW, B KOTOPOR paboTaeT npeanpuiaTHe.

Ha OCHOBE MeTOaMYEeCKMX — WmeloTcA cTatcTyeckme JaHHble O NPUMYACTHOCTM Npe-
@ CTYNHBIX TPYNN (KPMMUHANBHBIX CTPYKTYD) K KaKkum-nnbo uH-
@7~ pokymeHToB OCT3K Poccum o UMAEHTaM Ha NPeANpUATAM.

KCUN 6binn BHeceHbl U3MeHeHUs1 B — B OTEpBLITEIX MCTOYHMKAX OMYDNWKOBaHLI CBeeHMA 0D yro-

TNOBHBIX fenax Ha OblBLWIMX pabOTHUKOB NPEeaNpUATUA.
BHLU3 | TeppopucTideckne,  3KCTPEMMCT- | MICTOUHUMK akTyaneH B Cnydae HaNnW4YuA Ha NpeanpuATUKA onac-

YaCTU noaxoda K ornpepgeneHnto

dKTyaJ1bHbIX UCTOYHMUKOB  Yrpo3s CKWe rpyNMUpOBKN HbIX NPOW3BOACTBEHHbLIX 00BLEKTOB. CoBeplleHWe Ha oObekTe

(BBe OEHbl KOHKPETHbIe U3MepsieMble (TEPPUTOPUK) TEPPOPHUCTUYECKOID akTa MOMET NPUBECTU K TH-

Denu noged unu NpUYKMHEHWIO Bpeda 340P0BLID, BO3MOKHOMY

KpMTepMM) MaTtepuansHoMy ywepby W ywepDy OKpyxawwen cpege B
paioHe pacnonomkeHna obbekTa (TEpPUTOPWH)

BHLL4 | Xakepbl U rpyNNUpoBKW XakepoB McTouHuK akTyaneH B cnydyas HanWu4uA M3ndeckoro NoaKn-

yeHnA OKKWMK k MexayHapoaHOn ceTu MHdopMaLMoHHoro of-
MeHa MHTepHeT Unu niobbIM ApYTMM CeTAM, NOOKMTHYEHHLIM K
ceTw VIHTepHeT

KOHKYPEHTEI + NOAPAOYHEN BHLL5 + BH1 BH1T
KOHKYpeHThl + HeyNoBNeTBOpPEH- BHLU5 + BHS BH5T
Hele paboTHUEN
TeppopUCTUYECKME TPYNMUPOBKK + BHLU3 + BHLL4 BHL3T, BHLWAT
XaKepsl
TeppopUCTUYECKME TPYNIMUPOBKN + BHLL3 + BHLU4 + BH1 BH1TT
Bbin ,u,opa60TaH nogxon, K XaKepb! + NOAPAYMKA
@ BO3MO)XXHOMY CroBopy WCTO4HUKOB TeppopUCTHUECEME TPYNMUPOBKEN + BHLLU3 + BHLU4 + BHS BH5TT
yrpos, He OCBELLI,EHHbIﬁ B XaKepbl + HEYNOBNETBOPEHHLIE Pa-
DOTHMEM
METOMHECKUX JIOKYMEHTaX PCTIK TeppopUCTHYECKME TPYNMWPOBKK + BHLLZ + BHW3 + BHLL4 BHLI2T BHLWW3T,
Poccum no KCUA XaAKepLI + NPECTYNHLIE MPYNNL BHLLI4T
TeppopUCTUYECKME TPYNNUPOBKK + BHLIZ + BHW3 + BHLLI4 + BH1 BH1TT
XaKkepbl + MPECTyNHble TPYNMLI +
NOAPAIYMKI
TeppopUCTUYECKME TPYNNUPOBKK + BHLLZ + BHLU3 + BHLLU4 + BH5 BH5TT
XaKepbl + MPECTynHble TPYNMLlI +
HEYNOBNETBOPEHHLIE PADOTHHKM
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llopxop K paspabotrke OP

:, Mpumep CTPYKTYpbl pasgena «[pouecc
"% uHbopMmupoBaHMA nepcoHana» u3 [lonoxkeHuss no

OcHoBHble 0cobeHHOCTU: peanu3atmm mep UMO u OHC

>

Y

CTpyKTYPUPOBaHHbIA KOMIMJEKT JOKYMEHTOB, OCHOBaHHbIN Ha
npoueccHoM nopxope U umkne JdemuHra (Plan, Do, Check, Act
- PDCA)

B ocHoBe pokyMeHTOB - TpeboaHus HINA PD B obnactu
3aWMTbl  MHOPMaLMKM, HaUMOHasbHble CcTaHpapTbl PO,
ctanpaptbl cepumn 1SO, NIST Cybersecurity Framework,
MeToguyeckue pokyMeHTbl OCTIK n OCHb Poccum, nyyuwme
npakTMkn ot npoussogutenen MO0 u  obopynoBaHus,
Hanpumep Cisco Safe Best Practice

TunoBass  CTPYKTypa  BEpPXHEYPOBHEBbIX  [OKYMEHTOB
YMpOLLAET rnopaepXKaHue Ux B aKTyaslbHOM COCTOSIHUM

Hannuue poneﬁ M OTBETCTBEHHbIX 3a NMpouecChbl

Onucanve wu pacyeT TpPyno3aTtpatr Ha BHegpeHune u“
nopgnep>xaHue ripoueccos

Bo3MoXkHoCTb UHTEerpauum npoueccoBs, OrMCaHHbIX B
JOKYMeHTaX, B CUCTEMY 3JIeKTPOHHOIO ,D,OKYMGHTOOﬁOpOTa

Bo3MOXHOCTb apanTauMmM [OKYMEHTOB MOf, KOHKPETHYH
LUTAaTHO-OPraHU3aLMOHHYH0 CTPYKTYPY U MH(OPMALMOHHYHO

MH(PACTPYKTYpY
Bo3sMOXXHOCTb MHTErpupoBaTb B [OKYMEHTbl pasfiMyHble

TpeboBaHus, Harnpumep, no 3awpTte MOH, TUC, KT u gpyrux
BUO,0B TalH

WMameHeHve OPO un
HOpMaTHBHO-

METOANYECKNX
[OKYMEHTOB
MpeonpuaTus

Bo3HukHOBEHNE
HOBbIX Yrpo3
6e3onacHocTn
VHOopMaLmm

N3MEHEHNA

PaboTHWK npeanpuaTus,
MHULMMPOBABLUWA NPOLLECC

MepeveHb
noapasaeneHnn,
paboTHMKOB,
B3aMMOAENCTBYIOLLNX

c 30KMK
(MpunoxeHue 2

OTBETCTBEHHOrO 3a

MHGOPMUPOBAHUS

Pykosoautens
HanpasneHus no
0by4eHnto n
MH(OPMUPOBAHUIO
nepcoHana

HasHayeHune

npouecc

nepcoHana

[MpoTokon BHYTPEHHero
COBeLLaH1s 0
[nernernpoBaHum
NOSTHOMOY WA

OTBETCTBEHHbIN 33
npouecc
MH(OPMUPOBAHUS

MpepocTtaenexHne
cBeeHu 06 N3MEHEeHUsX

B OP[] n HopMaTvBHO-
METOANYECKNE [OKYMEHTb
MpeanpmsaTus

Mopsnok MHdopMuposaHus
nepcoHana o6 N3MeHeHMsX B

OP[ 1 HopMamBHoO-

MeToanveckne OAOKy MEeHTbI

MpeanpusaTtna
(n.5.4 MonoxeHus)

MepedeHb usmeHeHnn
B OPn
HOPMaTUBHO-
MeToanYeckne JOKY MEHTbI
MpeanpuaTns

nepcoHana

OTBeTCTBEHHOE nnuo,
Ha3Ha4YeHHoe B
COOTBETCTBUN C
OP[] VHL|

MpepocTtaBnexve
CBefeHVn 0
BO3HUKHOBEHWWN HOBbIX

yrpo3 b

Mopsinok nHbopMMpoBaHNsa
nepcoHana o6 yrpo3ax
6e3onacHocTn nHdopmaLumm

(n.5.5 MNonoxexus)

MepeveHb 1 onucaHne
HOBbIX YTpO3 B
cooTBeTcTBUM ¢ OP[] 06
vHumaeHTax b

x
<

vy

WHdopmupoBaHve
nepcoHana o6
n3meHeHuax 8 OPI n

HOpPMaTUBHO-

meToanyeckme
OKyMeHTbI MpeanpusTns

vy

WHdopmupoBaHne
nepcoHara o
BO3HWUKHOBEHUM HOBbIX
yrpo3 b
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lopxopn Kk paspaborke OPJ]

anMep AdeKoMnosnumn Mep

Y. 1 1. Y cybwekta KWW pernaMmeHTUpOBaHbl TpeboBaHuA W NOpALOK ONPeaeneHua TUNa yd4eT-
HOW 3anucK (NoNk3oBaTenbLCKaA, aqMMHUCTPATUBHAR, FOCTEBAA, CUCTEMHAR, NMPUNOHe-
HWA, BHYTPEHHAA/BHELIHAA W T.N.), 0D bEAWNHEHWA YYETHLIX 3aNMCel B TPyNNkl, Bepuduka-
UMK nonb3oBartenel (NpoBepKa NMWUYHOCTW NOMNbL3OBATENA, €ro AOMKHOCTHLIX/YHKLKWO-
HalNbHLIX 0DA3AHHOCTEN) NPW 3aBE0EHWMW YYETHOW 3anncK.

2. Y cybwekta KM pernameHTupoBaHsl TpeboBaHWA W NOPANOK 3aBE0SHWA, aKTUBALMWM,
DNOKMPOBAHWA, YHUUTOMEHWA, NEPECMOTPa W KOPPeKL MW YYEeTHLIX 3anucel nonk3oeare-
nen.

3. Y cyowekta KMW pernameHTMpoBaHsl TpeboBaHWA M NOPAOCK 3aBENEHWA, KOHTPONA, YHKU-
UTOMHEHWA TOCTEBLIX (AHOHUMHBLIX) M BpEMEHHLIX YYETHLIX 3anUCei Nonk3oBaTenan.

4 Y cybrekta KM pernameHTUpOoBaHEI TpeDoBaHWA WU NOPAAOK NPeoCTABNEHUID NONBL30-
BaTenAM npas gocTyna K obwektam goctyna OKMIA.

9. B OKWMW npumMeHATCA TEXHWYECKWE CPeaCcTBa W (MNK) CpeacTea 3aWTel MHQopMaL WK,
aBTOMAaTWU3IWPYHOLWE NpoLUecCkl yNpaBneHWA yYeTHEIMK 3anUcAMMK Nonb3oBaTenei.

Y12 1. Y cybbekta KMW pernameHTUpoBaHel TpeDOBaHMA WM NOPANOK ONpefensHuA MeTodAa
ynpaeneHua AoCTynom (MaHgaTHeIA, AWCKPEeUMOHHBLIA, pONeBol, KOMOWHWPOBAHHLIA).

2. Y cybwekta KMW pernameHTUpoBaHsl TpeboBaHiA v NOPALOK HAa3HAYEHWA TUNa QocTyna
CyDOLEeKTOB OOCTYNA K 00beKTaMm AocTyna (YTeHWe, 3anuck, yaoaneHue, MoauduKaUua, Bbl-
NonHeHwe n T.n.).

3. Y cybwekta KM paspaboTtaH nepedveHb paszpelleHHbIX onepayui cybbekToB OCTyna K
oDbeKTam OocTyna (YTeHWe, 3annch, yaoaneHne, MoaugukaunaA, BeINOMHEHWE W T.M.).

4. Y cybrwekta KWW pernameHTUpoBaHel TpeboBaHnA K pa3paboTke CNWCKOB aocTyna (Mart-
puL QocTyna) W npaewna pasrpaHideHWs OoCcTyna cyObLeKToB A0CTyna K obbekrtaMm ao-
CTyNna B COOTBETCTBMW CO CMMCKAMW OOCTyNa WNM MaTpyuUend OoCTyna.

9. Joctyn B OKMW ocywlecTBNAETCA Ha OCHOBE 3a[0KYMEHTHMPOBAaHHLIX CNWCKOB JoCTyna
WNK MaTpuy gocTyna.

6. B OKMWM npuMeHawTCA TEXHUYECKMe CpencTea U (MNK) CpeacTea 3aluTel MHOopMAaLMK,
obecnedyvBalllne ynNpaeneHne OOCTYNOM NONb30BATENEA (TpyNn none30BaTenei) u 3a-
NYyCKAEMbIX OT MX UMEHW NPOLECCOB NPW BXOAE B CUCTEMY, OCTYNE K TEXHUYECKUM Cpe-
CTBaM, YCTpPOWCTBaM, 00LeKTaM (PAWNOBOW CUCTEMBI, 3anyCKaeMbIM U MCNONHAEMEIM MO-
aynamM, obbekTaM CUCTeM ynpaeneHWA Dazamu JaHHbIX, 00bLeKTaM, Co3qaBaeMbIM NpK-
KNagHeiM W CneunansHelM NporpamMHelM obecnedeHwem, napameTpam HacCTPOoMKW
CpeCTE 3alUThl MH(hopMaLKuK, MHPOPMAaLKWK O KOHUIYpaLWK CUCTEMEI 3ALLMTEI HHOOP-
Maudd U WHOW WHopMmauMM 0 dYHKUWOHWPOBAHWK CUCTEMBI 3aLUWTLlI MHOPMaLUKWK, a
TaK#e WHBIM 0DBLeKTaM JocTyna.
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