%* ANbTUPUKC CUCTEMC

KaTeropmnpoBaHme 06beKTOB
KPUTHUYECKOW MHPOPMaLIMOHHOW MHPPACTPYKTYPbI



OCHOBHBbIE MOHATUA 187-P3

34paBoOOXpaHeHme
« Cyb6bekT KMN — opraHmnsauma (opraH BnacTu, Hayka
lopuandeckoe  amuo,  WI1),  KoTopomy TpaHcrnopT
NPUHAONEXNT XOTH 6bl O/ Ha Caaat
MHOOPMaLMOHHAN cuctema (NC),

DHepreTunka n ToK
MHOOPMALMOHHO-TENEKOMMYHMKaLMOHHAS

cetb (UTC), aBTOMaATM3NPOBaAHHAs CUCTEMA
ynpasnenust (ACY), @yHKUMOHMPYOLWas B
O4HOW 13 YCTAHOB/NEHHbIX OTpacsen *

« O6beKkT KMN — NC, NTC, ACY cybbekTa KU

PUHAHCOBLIN CEKTOP

ATOMHas sHepreTuka

O60pOHHas OoTpacib
PakeTHO-KOCMMYecCKas
[OpHOAO6bLIBatOWLAA MPOMBbILLIIEHHOCTD

MeTannypruyeckas NpOMbILLINIEHHOCTb

XMMM4yeckas MPOMbILLUNEHHOCTb

* [1pUHaQNeXXHOCTb K OTpac/aam onpeaenseTrcs Ha ocHoBaHmn kogos OKB3/, YcTaBa v nMueH3nm npeanpusTms
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2/13 KaTeropuposaHune oé6bvektos KU ety 7



OCHOBHbIE 3A0AYUN CYBBbEKTA KUW

« Co3aaTb KOMUCCUIO MO KaTEropmpoBaHMo 0b6bekToB K

* YCTaHOBUTb OCHOBHblE MpouecCCbl B paMKaXxX BUOOB AEATEJIbHOCTU

 Onpenenntb 06bekTbl KN, nognexalime KaTeropupoBaHMIO

[MepeyeHb

« HanpasuTtb [NepeyeHb o6bekTOB KU BO PCTIK Poccum

LCUEYCIILERTEY  «  Onpenenntb KaTeropum s3HauYMMocCTn oobekToB KW u3 lMNepedrs

« Hanpasntb BO PCTIK Poccunm pesynbtaTbl KaTErOPUpPOBaHUS
Peanusauus

 NHPpopmuposaHne HKLLIKMN 06 nHumaeHTax Ha o6bekTax KN

 Co3paTtb CnuctemMy 6e30MacHOCTU 3HaUYMMbIX 06bekTOB KN

* HaumoHanbHbIN KOOPAMHALIMOHHbBIW LIEHTP MO KOMMbIOTEPHbIM MHLUMAEHTaM co3aaH nprkazom PCh Poccun
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CO34AHVNE KOMNCCHUNA

 OnpenennTb COCTaB Y1€HOB KOMUCCUU
NO KaTeropmpoBaHuio oobekToB KW B cooTBeTcTBMM Cc . 11
[TpaBun KaTeropupoBaHUs, yTBEPXKAEHHbIX [TOCTaHOBIEHNEM
MpaBuTenscTBa PO o1 08.02.2018 N2 127

[lepeyeHb

« Pa3paboTaTtb [NonoxxeHne o KOMUCCUU MO KaTErOPUPOBAHUIO
KaTeropmpoBaHue ob6bekToB KM

« Co34aTb KOMUCCUIO MO KaTeEropmnpoBaHmio obbekToB K

Peanunsauyus
 [loaroToBUTbL MJ1aH U METOAMKY PAabOT MO onpeneneHunto 1

KaTeropmpoBaHmio o6bekToB KNV
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OOPMUPOBAHUE MNMEPEYHA OBBEKTOB KUU

« OnpenenuTtb ynpasneH4YecKmne, TEXHONOrMYeCcKme,
NPOM3BOACTBEHHbIE, DUHAHCOBO IKOHOMMYECKME U (M)
MHble NPOLECChI

* BblgBUTb KPUTUYECKME NMPOLLECCHI

[lepeyeHb

* Onpenenntb 06bekTbl KMWU, KoTOpblie 06pabaTbiBatOT
MHPOPMALINIO B PAMKAX KOUTUYECKUX MPOLLECCOB U (1n)
OCYLLECTBAAIOT YNpaBieHNE, KOHTPOb U MOHUTOPWUHT
TaKUX MPOLECCOB

KaTeropupoBaHue

Peanunsauyus

« CohdopmupoBaTb 1 HanpaBuTb BO PCTIK Poccum [NepeyeHb
o6bekToB KN, noanexalimx KaTeropmpoBaHUio

AnNbTUPUKC
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KATETOPUPOBAHUE OBbEKTOB KU

[lepeyeHb

KaTeropupoBaHue

Peanunsauyus

[TpoBeCTV aHanu3 yrpo3 6e3onacHOCTU 415 oobekToB KN
n3 epeyHs

PaspaboTaTb METOOMKY NoAcYeTa (OLEHKM) MOKa3aTeNnen
KPUTEPUEB 3HAYMMOCTU ANg obbekToB KN

PaccumnTaTb 3HaYEeHME NoKasaTenem Kputepmes 3HA4YMMOCTH
ONg KaXxagoro oébvekta KM

[TpncBonTb o6bekTam KV KaTeropmm 3SHaYMMOCTU UK
NPUHATL peLleHne 06 OTCYTCTBUM TaKOW HEOOBXOAUMOCTU

OPOopMUTb aKTbl KaTeropnpoBaHus o6bvektos KNI/

Hanpaeutb BO PCTIK Poccum ceeaenHms o pesynbTaTax
NPVCBOEHNS KAaTErOPUM 3HAYMMOCTH
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BbIMOJIHEHUE OBA3AHHOCTEW CYBbEKTA KU

[lepeyeHb

KaTeropupoBaHue

Peanunsauyus

PaspaboTaTb pernaMeHT No pearmpoBaHUIO Ha KOMMbIOTEPHbIE
MHUMAEHTBI M 0o6ecnevynTb nHpopmuposaHne HKLIKU

B cnyyae Hanu4uua 3Haunmbix o6vekToB KUN:

Pa3spaboTaTb MOLENMN YIPO3 1 HapPYLLUTENS

O6ecneuntb Blaumogencteme ¢ FocCOlMKA

Cosgatb Cucrtemy 6€30nacHOCTU 3Ha4YMMBbIX O6bekToB KW
Paspab6oTaThb [naH pearnpoBaHUS Ha KOMMbIOTEPHbIE MHUMOEHTbI

Ob6ecneunTb peryngapHoe TeCTUpoBaHMe 3aLlnLLEHHOCTU U
aHaNu3 ysa3BMMOCTEN 3Ha4YMMbIX 06bekToB KW

OpraHn3oBaTb Mepmogmnveckoe oby4yeHme nepcoHana
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B YEM CJIOXXHOCTD

PrCcK HEKOPPEKTHOIO BbIMOJIHEHUA TPEOGOBAHWMIN 3aKOHOAATENbCTBA B CUY
OTCYTCTBUS OMbITa Y METOANYECKUX JOKYMEHTOB

BbicOKas 3arpy»eHHOCTb creumanmcToB Vb 1 oTCyTCTBME KOMNETEHLNN
B HOBOW NpeaMeTHOW 061acTu

HepnoctatoyHas MHPOPMMPOBAHHOCTL YJ1EHOB KOMUCCUM O CTPYKTYPE,
OYHKLMOHMPOBaHMM 1 SKCNNyaTaunm obbekToB KN

PUCK yronoBHOW OTBETCTBEHHOCTW 3a UHUKMAEHTLI 1B Ha o6bekTax KNI

HenocTtaTouYHOCTb MMM OTCYTCTBME OBOCHOBAHUIM AN MPUHATUS KoMurccmnen
peLleHn Mo onpeneneHno 1 KateropnpoBaHuio oobekToB KN
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NMPEMMYLLUECTBA AJIbTUPUKC CUCTEMC
N

@ MpakTnyeckuit onbIT KATEroOPUPOBAHMS U 3aLLMTLI 06bekToB KNI

\

@ OnuitHasg KoMaHaa cepTUPULMPOBAHHBIX aYANTOPOB U HXeHepos B

@ Hannume Bcex HeobxoaMbIx nmnueHsnin PCTIK n ®CB Poccuu

@ apaHTUpOBaHHOE fOCTMKEHME TPEBYEMbIX PE3YIbTAaTOB B CPOK

‘/ MeTonKa KaTeEropmpoBaHUS N OLLEHKM PUCKOB OJ1 06bekToB KNI,
/ YCMELWHO peann3oBaHHag Ha NPEeanpPUATUSX Pa3INYHBLIX OTpaCnen

ANbTUPUKC
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HALL MoAxXoa4 K PEAJIN3AUNU MPOEKTOB MO 187-P3
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COBCTBEHHAA
METOOWMKA

MeToamka o6bcnegoBaHus
U KaTeropmpoBaHus
BLICTPDOEHA Ha OCHOBeE
MmeTtona denbdu n SWIFT

[MUBKOCTDb
PEAJTM3ALUNN

[Ton6op noaxoaa K
NOCTUXEHUIO Leneu

NCXoO4d U3  MMEIOLIMXCS
BPEMEHHbIX M GUHAHCOBbIX
pecypcos

KaTteropuposaHue o6bektoB KUU
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MPAKTUYECKNW
Noaxoa

MoaennpoBaHume Yyrpo3
NPOM3BOOUTCH C Y4EeTOM
uenodvek atak (Kill Chain);

PUCK-OPUEHTUPOBAHHbIN
noaxon rnpwv oueHkKe yrpos

[APAHTUPYEM
KAYECTBO

Hecem OTBETCTBEHHOCTb
3@ UTOrOBbLIN pe3ynbTaT U
OKasblBaeM MOMOLULb MNpU
NPOBEPKaX Perynmpyomx
OpraHoB

AnNbTUPUKC
CcMCTEMC



METOAUKA OLLEHKU PUCKOB

100% -=

KayecTBeHHas W KONWYECTBEHHas
OLIEHKA PUCKOB

« OueHka puckos no NOCT P NCO/
M2K 31010-2011 «MeHemKMeHT
prcka. MeTobl OLUEHKN PUCKa»

90% |
80%
70% |

60% [
« Meton Henbdn ©n  aHaIm3
cueHapve metogom SWIFT pans

KavyeCTBEHHOW OUEHKM

« DKCTparnoJIMpoOBaHUE pe3yNbTaToB
aHanM3a C  WCMNOJIb3OBAHWEM
MaTeMaTUYEeCKOM CTaTUCTUKIU

50%

30Ha KaTeropnpoBaHms

40%

30% -4mmnm-

20%

10%

BepOﬂTHOCTb HaCTynaeHmMAa HeraTMBHbIX nocneacTenmn

* [MpunHATHE 060CHOBAHHbIX
PELIEHNN KOMWCCMEN Ha OCHOBE ol i . . . .
noaroToBJ1EH HOI;I N H(I)OpMa LI JNAUTenbHOCTbL NPepbIBaHUA NPOLECcCa, B AHAX
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HALLUW PE3YJIbTATDbI

97

KaTeropmpoBaHHbIX

obbekToB KN

16

BHeppeHunin pexxrma

80

ATTeCTOBaHHbIX
OH6BEKTOB U CUCTEM

YcnelwHbIX TeCTOB

64

CybbekTa
Poccurckown
Denepaumnm

3

LleHTpa

23

[TpoBepkmn
rOCynoapCTBEHHbIMMU
perynsaTopamm

11

[TpoekTOoB No

«KomMmepueckas Ha MPOHWMKHOBEHME pearmpoBaHms Ha 3awmTte ACY TT1
TanHa» nHUMaeHTbl Vb
12 /13 KaTteropuposaHue o6bexktos KUA AnbTUpUKC

CHMCTEMC



OCHOBHbIE HOPMATUBHbIE AJOKYMEHTDbI

®epepanbHbin  3akoH N 187-O3 o1 26.07.2017 «O 6€30MaCHOCTU  KPUTUYECKON UHOOPMALIMOHHOM
MHPPACTPYKTYpPbl PO»

MocTaHoBneHune [paButenbctea PO Ne 127 ot 08.02.2018 «O6 yTBep)aeHun [MpaBua KaTeropupoBaHMUs
06bekToB KN PO, a Take nepeyHs nokasaTenem Kputepmes 3HaYMMOCTM 06bekToB KNI PO 1 nx 3HaYeHUn»

MocTtaHoBneHune [lpaButenbctea PO Ne 162 ot 17.02.2018 «O6 yTBepxaeHuu [lpaBun OCYLLECTBAEHMUS
FOCKOHTPO/IA B 061aCTU obecneyeHns 6€30MacHOCTU 3HaYMMbIX 06bekTOB KNI PO»

Mpukaz PCTIK Poccum Ne 235 ot 21.12.2017 «O6 yTBEPXKAEHUM TpeboBaHWM K CO30AHUIO CUCTEM
6€30MaCHOCTM 3Ha4YMMbIX 06bekTOB KN PO 1 obecnedeHmnto nx GyHKLMOHUPOBAHUSY

Mpuka3 PCTIK Poccum N2 239 oT1 25.12.2017 «O6 yTBEep)KAeHNM TpeboBaHUN MO obecrneyeHnio 6€30nacHOCTH
3HaYMMbIX 06bekTOB KNI PO»

Mpuka3s OCTIK Poccum Ne 236 o1 22.12.2017 «O6 yTBEpPXAEHUM GOPMbI HaNpPaBAEHNS CBEAEHUN O pe3ybTaTax
npnceoeHns obbekty KWW ogHoOM u3 KaTeropum 3HAYMMOCTU JIMGO 06 OTCYTCTBUM HEOOBXOAMMOCTM
NPUCBOEHUS EMY OOHOWM U3 TaKUX KAaTErOPUM»

Mpukas OCBb Poccum Ne 282 ot 19.06.2019 «O6 yTBepxaeHun lNopsaka nHopmMmnposanma OCE Poccum o
KOMMbIOTEPHbIX WMHUMAEHTAX, pPearnpoBaHMa Ha HUX, MNPUHATMS Mep Mo  NMKBMAAUMM NOCAenCTBUMN
KOMMbIOTEPHbIX aTaK, MPOBEAEHHbIX B OTHOLLEHUW 3HaYMMbIX 06bekTOB KN PO»

Mpukaz OCBb Poccum Ne 367 ot 24.07.2018 «O6 yTBepxaeHuu [NepeyHs mHbopmaumn, NpeacTaBisemMon B
[ocCOIlKA u lNopsaka npeactasnenms nHoopmaumm B FocCOTNKA»
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